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(4) Such other factors as justice may 
require. 

(b) The gravity of the violation. This 
may include any of the following: 

(1) The frequency of the violation, 
taking into consideration whether any 
violation is an isolated occurrence, 
represents a pattern, or is widespread. 

(2) The level of financial and other 
impacts on affected individuals. 

(3) Other factors as justice may re-
quire. 

§ 150.319 Determining the amount of 
the penalty—mitigating cir-
cumstances. 

For every violation subject to a civil 
money penalty, if there are substantial 
or several mitigating circumstances, 
the aggregate amount of the penalty is 
set at an amount sufficiently below the 
maximum permitted by § 150.315 to re-
flect that fact. As guidelines for taking 
into account the factors listed in 
§ 150.317, CMS considers the following: 

(a) Record of prior compliance. It 
should be considered a mitigating cir-
cumstance if the responsible entity has 
done any of the following: 

(1) Before receipt of the notice issued 
under § 150.307, implemented and fol-
lowed a compliance plan as described 
in § 150.311(f). 

(2) Had no previous complaints 
against it for noncompliance. 

(b) Gravity of the violation(s). It should 
be considered a mitigating cir-
cumstance if the responsible entity has 
done any of the following: 

(1) Made adjustments to its business 
practices to come into compliance with 
HIPAA requirements so that the fol-
lowing occur: 

(i) All employers, employees, individ-
uals and non-Federal governmental en-
tities are identified that are or were 
issued any policy, certificate of insur-
ance or plan document, or any form 
used in connection therewith that 
failed to comply. 

(ii) All employers, employees, indi-
viduals, and non-Federal governmental 
plans are identified that were denied 
coverage or were denied a right pro-
vided under HIPAA requirements. 

(iii) Each employer, employee, indi-
vidual, or non-Federal governmental 
plan adversely affected by the viola-
tion has been, for example, offered cov-

erage or provided a certificate of cred-
itable coverage in a manner that com-
plies with HIPAA requirements that 
were violated so that, to the extent 
practicable, that employer, employee, 
individual, or non-Federal govern-
mental entity is in the same position 
that he, she, or it would have been in 
had the violation not occurred. 

(iv) The adjustments are completed 
in a timely manner. 

(2) Discovered areas of noncompli-
ance without notice from CMS and vol-
untarily reported that noncompliance, 
provided that the responsible entity 
submits the following: 

(i) Documentation verifying that the 
rights and protections of all individ-
uals adversely affected by the non-
compliance have been restored; and 

(ii) A plan of correction to prevent 
future similar violations. 

(3) Demonstrated that the violation 
is an isolated occurrence. 

(4) Demonstrated that the financial 
and other impacts on affected individ-
uals is negligible or nonexistent. 

(5) Demonstrated that the non-
compliance is correctable and that a 
high percentage of the violations were 
corrected. 

§ 150.321 Determining the amount of 
penalty—aggravating cir-
cumstances. 

For every violation subject to a civil 
money penalty, if there are substantial 
or several aggravating circumstances, 
CMS sets the aggregate amount of the 
penalty at an amount sufficiently close 
to or at the maximum permitted by 
§ 150.315 to reflect that fact. CMS con-
siders the following circumstances to 
be aggravating circumstances: 

(a) The frequency of violation indi-
cates a pattern of widespread occur-
rence. 

(b) The violation(s) resulted in sig-
nificant financial and other impacts on 
the average affected individual. 

(c) The entity does not provide docu-
mentation showing that substantially 
all of the violations were corrected. 

§ 150.323 Determining the amount of 
penalty—other matters as justice 
may require. 

CMS may take into account other 
circumstances of an aggravating or 
mitigating nature if, in the interests of 
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justice, they require either a reduction 
or an increase of the penalty in order 
to assure the achievement of the pur-
poses of this part, and if those cir-
cumstances relate to the entity’s pre-
vious record of compliance or the grav-
ity of the violation. 

§ 150.325 Settlement authority. 
Nothing in §§ 150.315 through 150.323 

limits the authority of CMS to settle 
any issue or case described in the no-
tice furnished in accordance with 
§ 150.307 or to compromise on any pen-
alty provided for in §§ 150.315 through 
150.323. 

§ 150.341 Limitations on penalties. 
(a) Circumstances under which a civil 

money penalty is not imposed. CMS does 
not impose any civil money penalty on 
any failure for the period of time dur-
ing which none of the responsible enti-
ties knew, or exercising reasonable 
diligence would have known, of the 
failure. CMS also does not impose a 
civil money penalty for the period of 
time after any of the responsible enti-
ties knew, or exercising reasonable 
diligence would have known of the fail-
ure, if the failure was due to reasonable 
cause and not due to willful neglect 
and the failure was corrected within 30 
days of the first day that any of the en-
tities against whom the penalty would 
be imposed knew, or exercising reason-
able diligence would have known, that 
the failure existed. 

(b) Burden of establishing knowledge. 
The burden is on the responsible entity 
or entities to establish to CMS’s satis-
faction that no responsible entity 
knew, or exercising reasonable dili-
gence would have known, that the fail-
ure existed. 

§ 150.343 Notice of proposed penalty. 
If CMS proposes to assess a penalty 

in accordance with this part, it delivers 
to the responsible entity, or sends to 
that entity by certified mail, return re-
ceipt requested, written notice of its 
intent to assess a penalty. The notice 
includes the following: 

(a) A description of the HIPAA re-
quirements that CMS has determined 
that the responsible entity violated. 

(b) A description of any complaint or 
other information upon which CMS 

based its determination, including the 
basis for determining the number of af-
fected individuals and the number of 
days for which the violations occurred. 

(c) The amount of the proposed pen-
alty as of the date of the notice. 

(d) Any circumstances described in 
§§ 150.317 through 150.323 that were con-
sidered when determining the amount 
of the proposed penalty. 

(e) A specific statement of the re-
sponsible entity’s right to a hearing. 

(f) A statement that failure to re-
quest a hearing within 30 days permits 
the assessment of the proposed penalty 
without right of appeal in accordance 
with § 150.347. 

§ 150.345 Appeal of proposed penalty. 
Any entity against which CMS has 

assessed a penalty may appeal that 
penalty in accordance with § 150.401 et 
seq. 

§ 150.347 Failure to request a hearing. 
If the responsible entity does not re-

quest a hearing within 30 days of the 
issuance of the notice described in 
§ 150.343, CMS may assess the proposed 
civil money penalty, a less severe pen-
alty, or a more severe penalty. CMS 
notifies the responsible entity in writ-
ing of any penalty that has been as-
sessed and of the means by which the 
responsible entity may satisfy the 
judgment. The responsible entity has 
no right to appeal a penalty with re-
spect to which it has not requested a 
hearing in accordance with § 150.405 un-
less the responsible entity can show 
good cause, as determined under 
§ 150.405(b), for failing to timely exer-
cise its right to a hearing. 

Subpart D—Administrative 
Hearings 

§ 150.401 Definitions. 
In this subpart, unless the context 

indicates otherwise: 
ALJ means administrative law judge 

of the Departmental Appeals Board of 
the Department of Health and Human 
Services. 

Filing date means the date post-
marked by the U.S. Postal Service, de-
posited with a carrier for commercial 
delivery, or hand delivered. 
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